IIpaBuia 00padOTKH MEPCOHAIBHBIX TAHHBIX

1. O0mue moJ0KeHU A

1.1. ITonoxenne 06 06pabOTKe MEepCOHANBHBIX TaHHBIX (fHanee — [lomoxkeHue) onpenenseT
YCIIOBHSI M IOPSIAOK OOpabOTKH NMEPCOHAIBHBIX TaHHBIX, KOTOPAsl OCYIIECTBIISIETCS
LlenTpanu3oBaHHOM peaUrno3Hon opranuzamnuu Poccuiickuii 00bennuennbiit Coro3
XPUCTHUAH BEPbI €BAHTENIbCKON (MATUIECATHUKOB) (nanee — OmnepaTop).

1.2. TTonoxkenue pa3paboTano Bo ucnojiHeHue [lonuTuku B OTHOIIEHUU 00pabOTKU
NEPCOHAIBLHBIX JaHHBIX U o0ecrieueHus: obezonacHoctu (nanee — llonutrka) u B
cooTBeTcTBUM C 1. 2 4. 1 cT1. 18.1 @enepanbHoro 3akoHa oT 27 utoiig 2006 r. Ne 152-03 «O
MEePCOHABHBIX TaHHBIX» (aniee — D3 «O nepcoHaNbHBIX JaHHBIX)), @ TAKXKE CIEAYIOUUMU
HOPMATUBHBIMU ITPaBOBbIMU akTamu: ['paxnanckuit Konekc Poccuiickon denepanuu;
Tpynosoit Konekc Poccuiickoit @eneparuu ot 30 nexadbps 2001 r. Ne 197-D3; Hanoroserit
Konexkc Poccuiickoit @enepanuu ot 31 uronst 1998 r. Ne 146-03; Oenepanibhblii 3ak0oH «O
OyxranrepckoM yuére» oT 6 nekadbps 2011 r. Ne 402-D3 «O OyxrantepckoM yuETe»;
nocta”oyenue [IpaBurensctBa Poccuiickoit deneparuu ot 15 centsadps 2008 r. Ne 687
«O0 ytBepxkaennu [lonoxenus 06 0COOEHHOCTAX 00pabOTKH NMEPCOHAIBHBIX TAHHBIX,
OCYILIECTBIISIEMOM 0€3 UCTOJIb30BaHUSI CPEICTB aBTOMaTtu3auumny»; [locranoBnenue
[IpaBurensctBa Poccuiickoii @enepaunn ot 1 HOsO0ps 2012 1. Ne 1119 «O06 yTBepxkaeHnu
TpeOOBaHMI K 3aIlIUTE EPCOHATBHBIX JaHHBIX IPU UX 00pabOoTKe B MHPOPMAIIMOHHBIX
CUCTEMaX MEPCOHAIBbHBIX TAHHBIXY.

2. Opranu3anusi 00padOTKHU NMEPCOHAJIBbHBIX JAHHBIX

2.1. B uensix obecriedeHus BBIMOIHEHUS 00s13aHHOCTEH, perycMoTpeHHbIX D3 «O
MEPCOHAIBHBIX IAHHBIX» U IPUHATHIMU B COOTBETCTBUU C HUM HOPMATUBHBIMU ITPABOBBIMU
aktamu, OnepaTopoM Ha3HAYAETCs OTBETCTBEHHBIN 32 OpraHU3aIiio 00paboTKH
MEepPCOHABHBIX TaHHBIX (Aanee — OTBETCTBEHHBIN ).

2.2. OTBETCTBEHHBIN 0053aH:

o o0OeccreunBaTh YTBEPIKICHUE, IPUBEICHNUE B ICHCTBHE, a TAK)Ke OOHOBJICHUE B CIydac
HeoOxoaumocTy [Tomuruku, [Too)keHMsI B MHBIX JIOKAJTBHBIX aKTOB 110 BOTIPOCaM
00pabOTKMN MEPCOHATBHBIX JAHHBIX;

e TPOBOJUTH OIEHKY A((DEKTUBHOCTH PUHUMAEMBIX MEp MO 00ECTICUCHUIO
0€30MacHOCTH MEPCOHAIBHBIX JIAHHBIX JI0 BBOJA B OKCIUTyaTaIllni0 HHPOPMAITMOHHOMN
cucteMbl OnepaTopa;

e TIPOBOJHTH OIEHKY Bpeja, KOTOPBIM MOXKET OBITh IPUUUHEH CyObeKTaM
NIEPCOHAIILHBIX JAHHBIX B ciydae HapymieHus O3 «O nmepcoHaNbHBIX TaHHBIX);

e OCYIIECTBIJIATh BHYTPEHHUH KOHTPOIIb 3a coOmoaeHrneM OnepaTtopoM U ero
pabOTHUKAMU 3aKOHOATEHCTBA O IEPCOHANBHBIX MaHHbIX, [lommutuku, [Tonoxenns u



MHBIX JIOKAJbHBIX aKTOB 10 BOMpPOcaM 00pabOTKH MEPCOHANBHBIX JaHHBIX, B TOM
qrclie TpeOOBaHMM K 3allUTe MEPCOHATBHBIX TaHHBIX (nanee — HopmaTuBHbBIE aKThI);

o JIOBOJUTH /10 paOOTHUKOB MO POCITUCH MOJIOKEHUSI HOPMAaTUBHBIX aKTOB IPH
3aKJIIOYEHUU TPYIOBOTO JI0TOBOPA, a TAKXKE IO COOCTBEHHOM MHUIMATHBE;

¢ OCYILIECTBJIATH JOMYCK PAOOTHUKOB K MEPCOHAIBHBIM JaHHBIM, 00pa0aThbIBaeMbIM B
nHpopMaMoHHOH cucteMe Oneparopa, a TakKe K UX MaTepUaJIbHBIM HOCUTEIISAM
TOJIBKO JJIs1 BHITIOJTHEHHS TPYIOBBIX 00S3aHHOCTENH;

e OpPraHU30BBIBATH U KOHTPOJIMUPOBATH MPHUEM U 00pabOTKY 0OpalieHuil 1 3ampocoB
CyOBEKTOB MEPCOHATBHBIX TaHHBIX, 00ECIEUNBATh OCYIIECTBICHUE HX TIPaB;

o o0ecrieuynBaTh B3aMMOACHCTBHUE C YIIOJIHOMOYEHHBIM OPTaHOM 1O 3aIUTE IPaB
CyObEKTOB MEPCOHANBHBIX JaHHBIX (Hanee — PockoMHaaz30p).

3. O0ecneuenue 0€30MACHOCTH MEPCOHAJIBbHBIX JTAHHBIX

3.1. PaGoTHUKH, MOTYYUBIIKE JOCTYI K IEPCOHAIILHBIM JaHHBIM, 00s13aHbI HE PACKPHIBAThH
TPETHUM JIMIIAM M HE PACIPOCTPaAHATh WX 0€3 coriacus CyObeKTa MepCOHABHBIX JIAHHBIX,
€CJIM MHOE HE TIPEIyCMOTPEHO (eZiepaIbHBIM 3aKOHOM.

3.2. B uensx 3aimThl NEPCOHATBHBIX JAHHBIX OT HEMPABOMEPHBIX JE€HCTBUN (B YACTHOCTH,
HEIIPaBOMEPHOIO UJIU CIIyYailHOTO JIOCTYIA, YHUUTOXEHUSI, U3BMEHEHHMSI, OJIOKUPOBAaHMS,
KOIUPOBAaHUS, IPEIOCTaBIEHUS, pacpocTpaneHus) OnepaTopoM IPUMEHSIETCS KOMILIEKC
MIPaBOBBIX, OPraHU3ALMOHHBIX U TEXHUYECKUX MEp MO 00ECIEeYeHUI0 0€30I1aCHOCTH
IIEPCOHAJIBHBIX TaHHBIX, COCTABIISIOIIUN CUCTEMY 3AILMUTHI IEPCOHAIIBHBIX TAHHBIX.

3.3. [IpuMeHeHNE KOMILIEKCa Mep 110 00eCTIeUeHUI0 0€30MacHOCTH IEPCOHANBHBIX JaHHBIX
oOecrieunBaeT yCTaHOBJICHHBI YPOBEHD 3aIIUIIEHHOCTH MIEPCOHATBHBIX JAHHBIX MPU UX
00paboTke B mH(pOpMaMOHHOM cucTeme Omneparopa.

3.4. B nensix obecrieueHust BBITOJHEHUST 00s13aHHOCTEH, peaycMOTpeHHbIX D3 «O
MEePCOHATBLHBIX IAHHBIX» U MPUHSATHIMU B COOTBETCTBUU C HUM HOPMATUBHBIMU MTPABOBBIMU
aktamu, OnepaTopoM Ha3HAYaeTCsl OTBETCTBEHHBIN 3a oOecreueHrne 0€30MacHOCTH
MEPCOHAJIbHBIX JIAHHBIX B HH(POPMAIIMOHHOMN CHCTEME.

3.5. OTBeTcTBEHHBIH 32 oOecTeueHne 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX B
nH()OPMAITMOHHON cUCTEeMe 00sI3aH:

e BBITIOJHSATH OMPEEICHHIE YTPO3 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX TIPU UX
00paboTke B nH(popManinoHHou cucreme Oneparopa;

o oO0ccreurBaTh PeATM3AIMI0 OPraHU3AIMOHHBIX U TEXHUYECKUX MEp MO0 00SCIICYCHHUTIO
0€30MacHOCTH MTEPCOHAIBHBIX JIAHHBIX U PUMEHCHUE CPEJICTB 3aIUThl HH(DOpMaIuHy,
HEOOXOAMMBIX JJIsI JOCTHKEHUS YCTAHOBJICHHOTO YPOBHS 3alTUIIICHHOCTH
MEPCOHANIBHBIX JTAHHBIX MTPU 00paboTke B MHPOpMAIMOHHOM cucteme OnepaTopa;



¢ yCTaHaBIMBATh MPABUJIA JOCTYIA K IEPCOHANBHBIM JTaHHBIM, 00pabaThIBaEMbIM B
uH(popMamoHHOU cucteme Omneparopa, a Takke 00ecredynBaTh PErucTPaIfio 1 yUET
BCEX JICMCTBUM C HUMU;

¢ OpPraHU30BBIBATH OOHAPYXKEHUE (PAKTOB HECAHKIIMOHUPOBAHHOTO JOCTYyIMa K
IIEPCOHAJIBHBIM JAHHBIM U IPUHATUE MEP 10 PEarnpOBaHUIO, BKIIFOYAS
BOCCTAHOBJIEHHUE [IEPCOHANIBHBIX JaHHBIX, MOAU(PUIIMPOBAHHBIX WU YHUUTOKEHHBIX
BCJICJICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYyNa K HUM;

e ©KEroJIHO OCYUIECTBIISATh BHYTPEHHHI KOHTPOJIb 32 00ECIIEYEHUEM YCTAHOBIEHHOTO
YPOBHS 3aLIUIIEHHOCTH TEPCOHAIBHBIX JAHHBIX ITPU 00pab0oTKe B HHPOPMALIMOHHOM
cucreme Oneparopa.

4. OcyuiecTBJ/IeHHE MPAB CY0ObEKTOB MEPCOHAJIbHBIX JAHHBIX

4.1. ITpu obpaiiennn cyObeKTa NepCOHANbHBIX JAHHBIX WM MPU MOJYYEHHH €r0 3ampoca
(manee — O6paienne) OTBETCTBEHHBIN 00€CTIEUUBAET MPEOCTABICHUE CYOBEKTY
MEPCOHAJIBHBIX JJAHHBIX HH(POPMAIIMK O HATMYUU OTHOCSIIUXCS K HEMY MEePCOHATBHBIX
JAHHBIX, & TAKKE BO3MOKHOCTH 03HAKOMIICHUSI C STUMU MEPCOHATILHBIMU JaHHBIMU B
teuenue 30 aHelt ¢ garel OOpaleHus.

4.2. ITpu HaAJIMYMU 3aKOHHBIX OCHOBAaHUM Ui OTKa3a B IPEIOCTABIECHUN CyOBEKTY
MEePCOHATBHBIX JIAHHBIX UH(POPMAIIMU O HATMYUUA OTHOCAIIUXCSA K HEMY IEPCOHATBHBIX
JTAHHBIX, a TAKKE BO3MOKHOCTH O3HAKOMJICHUS C ’TUMU MEPCOHATBLHBIMU JTAHHBIMU
OTBeTCTBEHHBIN 00ECTICUNBACT HAMPABIIEHNE CYyOBEKTY MEPCOHABHBIX JTAHHBIX
MOTHUBHUPOBAHHOTO OTBETA B MHUCHbMEHHOM (popMe, COEPKAIIETO CChIIKY Ha MOJIOKEHHE 4. 8
cT. 14 @3 «O nepcoHaNbHBIX JAHHBIX)» WK UHOTO (eepaibHOTO 3aKOHA, SIBJISIOIICECS
OCHOBAHHUEM JIJI TAKOTO OTKa3a, B TeueHue 30 nHeit ¢ natsl OOpalieHus.

4.3. IIpu npegocTaBieHUH CyObEKTOM MEPCOHANIBHBIX JaHHBIX CBEIACHUH,
MOATBEPKIAAIOIINX, YTO €r0 EPCOHANBHBIC TaHHbIe, 00padaThiBaecMbie OniepaTopom,
SIBJISIFOTCS] HETTOJTHBIMU, HETOUHBIMU WJIM HEAKTyalbHbIMU, OTBETCTBEHHBIN 00ECIIEUYnBACT
BHECEHHE HEOOXOMMBIX U3MEHEHHUH B MIEPCOHATILHBIC JIAaHHBIE B TEUCHHE 7 paboumX JHEH C
natel OOpareHusl.

4.4. TTpu mpenocTaBiIeHUN CYOBEKTOM MEPCOHATBHBIX JaHHBIX CBEJICHUH,

MTOATBEP KAAIOIINX, YTO €0 IIEPCOHANBHBIC TaHHBIE, 00padaTeiBacMbie OepaTopom,
SIBJISTFOTCS] HE3aKOHHO TTOJTYYEHHBIMU WIIH HE SBJISIOTCS HEOOXOIUMBIMU JIJIS1 3asIBJICHHOM
e 06padoTku, OTBETCTBEHHBIN 00€CTIeUBAET YHUUTOKEHUE TAKUX TIEPCOHATBHBIX
JaHHBbIE B TeueHue 7 pabouux gHel ¢ gatel OOpaiieHus.

4.5. OTBETCTBEHHBIIN 00eCTIeYnBaeT YBEJOMIICHUE CYObEKTa MEPCOHATBHBIX JTAHHBIX O
BHECEHHBIX B €0 MEPCOHANIbHBIE JJaHHbIE U3MEHEHUSIX U MPEINPUHATHIX MEpax, a TaKkKe
NPUHUMAET Pa3yMHbIE MEPBI JUIsl YBEAOMIICHUS TPEThUX JIUI, KOTOPHIM I€PCOHATbHbBIE
JaHHbBIE 3TOT0 CyObeKTa ObLUIN NepeIaHbl.



4.6. B cnyuae oT3bIBa CyOBEKTOM MEPCOHATBHBIX JJAHHBIX COTJIACHsS HA UX 00pabOTKy OHA
MOJKET OBITh MPOJOJIKEHA MPY HATMYUU OCHOBAHHM, yKa3aHHbIX B 1. 2—11 4. 1 cT. 6, 4. 2
cT. 10 mu. 2 ct. 11 @3 «O nepcoHaNbHBIX JaHHBIX».

5. Bzaumoaeicrue ¢ @egepabHOi cayxk00H 110 HAA30PY B cepe CBSI3H,
HUHPOPMALMOHHBIX TEXHOJOIUN U MACCOBbIX KOMMYHUKauuin P®
(PockoMHaA30p)

5.1. ITo 3anpocy PockomHan3opa OTBETCTBEHHBIN OpPraHU3yeT IMPEIOCTaBICHUE JIOKAJIBHBIX
aKTOB B OTHOILIEHUU OOPAaOOTKH MEPCOHAIBHBIX TaHHBIX U JIOKYMEHTOB, IIOITBEPKJAI0IINX

MPUHATHE MEP M0 BhINONHEeHUI0 TpeboBanuii O3 «O nepcoHaNbHBIX JaHHBIX», B TeueHue 30
JTHEW C AaThl MOJYYEHUS 3aIpoca.

5.2. Ilo TpeboBanuto PockomHaazopa OTBETCTBEHHBIN OPraHU3yeT YTOUYHEHHUE,
OJIOKMPOBAHUE WM YHUUTOKEHUE HEIOCTOBEPHBIX MIIM MOJYYEHHBIX HE3aKOHHBIM ITyTEM
NEPCOHANBHBIX JaHHBIX B TeueHue 30 qHel ¢ JaThl NoJy4YeHUsl TpeOOBAHMUS.

5.3. B cayuasx, npeaycMoTpeHHBbIX CT. 22 @3 «O nepCcoHaNbHBIX JaHHBIX», OTBETCTBEHHbIN
HarnpapysieT B PockoMHa30p yBEeJOMIICHHE O HAMEPEHUU OCYIIIECTBIIATh 00PaOOTKY
MEePCOHALHBIX TAHHBIX.

5.4. B ciyuyae HeoOxoaumoctu OTBETCTBEHHBIN HampasisieT B PockoMHaa30p oOpaleHus
10 BOIIpocaM 00pabOTKHU MEPCOHANIBHBIX JaHHBIX, OCYIIECTBIsIEMON OnepaTopom.

6. OTBEeTCTBEHHOCTH 32 HApYLIeHHe MOPAAKAa 00padOTKHU U o0ecneYeHH s
0€30IaACHOCTH MEePCOHAJIBHBIX JTAaHHbBIX

6.1. B ciiyyae HapyiieHus paOOTHHUKOM IOJIOKEHHUIM 3aKOHOIaTENIbCTBA B 00J1aCTH
MEPCOHAIIBHBIX JAHHBIX OH MOKET OBITh MPUBJICUYEH K NTUCIUILIMHAPHOM, MaTepUaTIbHOM,
rPpa)XJaHCKO-ITPABOBOM, aIMUHUCTPATUBHON U YTOJIOBHOW OTBETCTBEHHOCTH B MOPSIIKE,
yctanoBiieHHOM TK P® u unbimMu enepaibHpIMU 3aKOHAMU, B COOTBETCTBHH C 4. | CT. 24
@3 «O nepcoHaNBbHBIX AaHHBIX» U €T. 90 TK PO.

6.2. B cinyyae pasrnamieHusi pabOTHUKOM MEPCOHANIBHBIX TAHHBIX, CTABIIUX MY
M3BECTHBIMU B CBSI3U C UCTIOJHEHUEM €0 TPYAOBBIX 00S3aHHOCTEH, TPYA0BOM AOTOBOP C
HUM MOKET OBbITh pAaCTOPTHYT B COOTBETCTBUH C MII. «B» M. 6 cT. 81 TK PD.



